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Abstract: For the obvious characteristics and single mode of the existing common protection methods, with the help
of the LLVM framework, a diversity software protection method based on fusion compilation was proposed. In the
proposed method, the target software is encrypted randomly, and deeply integrated with the bunker code at the
compilation level, and the encrypted target software is decrypted by memory execution technology. Then it is
executed in the form of no process in memory, and the diversified protection effect of the target software is realized
by the diversity of the bunker and the randomness of the fusion strategies. A number of commonly used software are
selected as the test case, and the proposed method is tested from the aspects of resource cost, protection effect,

comparative experiment and so on. Compared with the traditional methods such as obfuscation and packing, the
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proposed method has great advantages in anti-static analysis and anti-dynamic debugging, and can effectively resist

the mainstream methods of reverse analyzing and cracking.
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Figure 1 Diversity software protection framework
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Figure 5 Time overhead of diversity software protection
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Table 2 File similarity before and after protection of

test case

Rk SRR PARCAALE:
systeminfo 5.3% 3.5%
net 2.4% 1.6%
help 3.1% 2.3%
telnet 52% 4.3%
tskill 2.6% 2.1%
where 3.9% 3.3%
rar 3.5% 2.8%
7z 4.3% 3.1%
server 6.2% 5.3%
tcpscanner 5.8% 4.3%
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Table 3 File similarity before and after software
protection with different bunkers
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Table 4 Compared with common software packing tools
UPX 7% ASPack Jil5¢ ASProtect Il 7% ZRAGIRY

PRI
A B C A B C A B C A B C
systeminfo Y 65% Y Y 52% Y Y 36% Y N 0 N
net Y 53% Y Y 46% Y Y 38% Y N 0 N
help Y 68% Y Y 40% Y Y 30% Y N 0 N
telnet Y 48% Y Y 56% Y Y 2% Y N 0 N
tskill Y 42% Y Y 54% Y Y 46% Y N 0 N
where Y 2% Y Y 38% Y Y 36% Y N 0 N
rar Y 51% Y Y 42% Y Y 30% Y N 0 N
7z Y 54% Y Y 46% Y Y 28% Y N 0 N
server Y 80% Y Y 76% Y Y 74% Y N 8% N
tcpscanner Y 76% Y Y 72% Y Y 70% Y N 4% N
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